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Abstract: Security vulnerabilities are a growing
concern due to the increasing prevalence of Internet of
Things (IoT) devices. This paper presents a hybrid
Convolutional neural network (CNN)-based intrusion
detection system (IDS) for IoT networks that detects
threats. The research tackles the shortcomings of
existing IDSs, which focus on individual threats and
are computationally expensive. The proposed method
outperforms the traditional machine learning and deep
learning models in identifying IoT network attacks.
The goal of this study is to create an effective IDS for
IoT networks that can detect a range of anomalies and
malicious attacks. The research aims to address the
limitations of existing intrusion detection systems
(IDSs) by enhancing their ability to detect a broader
range of attacks with improved performance through
the addition of a "long short-term memory (LSTM)"
component and the utilization of a hybrid CNN model.
The proposed model includes data gathering,
preprocessing, network training, and attack
identification. System logs and their features are
selected for data collection, followed by preprocessing
to remove noise. The training model defines the
convolutional layer's structure, sliding window size,
neuron connection weights, and outputs using the
improved data. The training period is used for attack
detection, and the weights are calculated from trained
and real-time data. Using the UNSW NB15 dataset, the
suggested IDS is tested against a recurrent neural
network (RNN) system. The suggested model
outperforms the RNN model in several performance
parameters, achieving a 99.1% detection accuracy, 4%
higher. CNN-based intrusion detection in IoT networks
is stressed in the study. It shows how hybrid CNN-
based techniques can improve IoT network security
and resilience. The proposed IDS introduces a novel
approach that utilizes a hybrid CNN model and
incorporates LSTM to enhance the detection
capabilities of IoT network attacks. The study
highlights the significance of leveraging advanced
machine learning techniques to maintain the integrity
and privacy of IoT systems.
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1. INTRODUCTION

The Internet of Things (IoT) has rapidly
transformed various industries, including
healthcare, smart cities, and industrial
automation, by enabling seamless connectivity
and data exchange [1-6]. However, the
increasing adoption of IoT devices has also
introduced significant security risks, as these
devices often operate in resource-constrained
environments with limited security features.
Cyber threats such as denial-of-service (DoS)
attacks, malware injections, and data breaches
pose severe challenges to IoT networks,
necessitating the development of robust and
intelligent intrusion detection mechanisms [7-
9]. Traditional Intrusion Detection Systems
(IDSs) rely on signature-based, anomaly-
based, or specification-based approaches to
detect malicious activities [10-12]. While
effective, these methods suffer from several
limitations, including high computational
costs, inability to detect unknown threats, and
inefficient  real-time  processing [7,8].
Furthermore, many existing IDS solutions
focus on isolated attack types, failing to provide
a comprehensive security framework that can
detect a broad spectrum of cyber threats. These
challenges highlight the urgent need for a
scalable and adaptable IDS to secure IoT
ecosystems. To address these shortcomings,
this study proposes a Hybrid Convolutional
Neural Network-Long Short-Term Memory
(CNN-LSTM) Intrusion Detection System
(IDS). The CNN component efficiently extracts
spatial features from network traffic, while the

LSTM module captures temporal
dependencies, allowing for improved
sequential threat detection. This hybrid
approach enhances detection accuracy,
reduces false positives, and ensures
adaptability to evolving cyber threats. Unlike
conventional IDS models, which often focus on
predefined attack patterns, the proposed deep
learning-based IDS dynamically learns from
network traffic data, making it more effective
in detecting both known and unknown attacks.
This research fills a critical gap in IoT security
by developing a high-performance hybrid IDS
that balances computational efficiency and
detection accuracy. The key contributions of
this study include:

1- Development of a hybrid CNN-LSTM IDS,
leveraging deep learning techniques for
real-time and high-accuracy intrusion
detection.

2- Comprehensive evaluation using the
UNSW-NB15 dataset, demonstrating a
detection accuracy of 99.1%,
outperforming traditional IDS models.

3- Optimization of IDS performance for IoT
applications, ensuring scalability and
adaptability in real-world deployments.

By integrating advanced deep learning
methodologies into IDS frameworks, this
research contributes to the next generation of
IoT security solutions, addressing the
increasing threats faced by interconnected
devices. Figure 1 shows the structure of an IDS.
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Fig. 1 ID System.

IDSs have three separate phases. Network or
host sensors start IDS monitoring. Intrusion
detection systems analyze features and
patterns in the second phase. IDSs detect
irregularities and network intrusions. IDS's
efficient network management and speedy
vulnerability identification help monitor,
analyze, and analyze traffic. It secures the
network and data. IDS aggregates and analyzes
system data streams to detect malicious or

harmful activity. Traditional intrusion
detection systems emphasize internet
management over real-time, high-volume data
streams. Placement, detection, and validation
procedures make up conventional IDS. Figure
2 shows IoT intrusion detection systems. Most
systems use detection algorithms. Anomaly-
based, specification-based, Signature-based,
and hybrid IDS are monitoring technique
subtypes.

Distributed
Placement - :
@ S iy Centralized
Hybrid
Signature based
Detection Anomaly based
IDS @ Strategy
for Specification based
10T Hybrid
Hypothetical
Validation ——
——> suew
Simulation
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Fig. 2 Intrusion Detection Systems on the Internet of Things.

e Signature-based ID system: It recognizes
and describes attacks along with their
incurred patterns. When a signature-based
detection system detects an attack on a
network, it generates an alert regarding
some incurring suspicious behaviors and
performs pattern matching. Access or alerts
are offered to the user based on similarity
and dissimilarity in order to detect assaults
accurately.

e Anomaly-based IDS: This is a basic IDS that
collects data and recognizes system
anomalies. Based on a predefined
threshold, both normal and abnormal
actions are distinguished, and network
administrators are notified of any issues.
Such an IDS is capable of efficiently
identifying incurred unknown threats;
however, it consumes a considerable
amount of memory space for processing
and incurs a significantly higher

computational cost.

e Specification-based IDS: Such IDSs
continually assess system operations based
on pre-specified operations. Here, the
network administrator is responsible for
defining the specific operation and
continually monitoring, thereby validating
the operation carried out by the process. If
operational deviations are detected, an
alarm is sent to the respective network
administrator.

e Hybrid IDS: This type of IDS represents a
combination of anomaly-based and
signature-based IDS, offering a better
balance between storage space and
computational costs with fewer false-
positive alerts. Due to its efficient detection
and simple operation, hybrid IDS has
recently become the foundation of the
majority of systems.
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The paper introduces a Hybrid Convolutional
Neural Network (CNN)-based Intrusion
Detection System (IDS) designed to secure IoT
networks. The proposed model is highly
versatile and applicable to a broad spectrum of
IoT-based applications, demonstrating
superior responsiveness in detecting IoT
network attacks compared to traditional
machine learning and deep learning models.
The present work emphasizes the significance
of leveraging advanced machine learning
techniques, particularly CNN-based
approaches, to enhance the security and
robustness of IoT networks. The proposed
system offers enhanced detection capabilities,
aiding in the protection of IoT devices and
preventing potential cyber threats. In this
paper, the following key contributions were
made:

1- Introduce a new architecture that jointly
learns spatial features (via CNN) and
temporal dependencies (via LSTM) for
intrusion detection.

2- Validate the present approach on
UNSW-NB15, which includes over
97,000 samples across training, testing,
and validation splits.

3- The present model improves detection
accuracy by more than 4% compared to
standard RNN-based detectors.

4- Outline how to adapt the proposed model
for resource-constrained IoT devices.

2, RELATED WORK

The primary objective of an IDS is to detect
attacks, so it is crucial to characterize the
various categories of attacks encountered in an
IoT-based network. Diverse investigation
efforts have been conducted to design an IDS
that is necessarily advanced, and the search for
an efficient system capable of identifying
various types of attacks continues. In an IoT-
based network, black hole attack, wormhole
attack, sinkhole attack, Sybil attack, selective
forwarding assault, false data attack, service
attack, replay attack, and jamming attack are
among the most prominent attacks. Stephen
and Arockiam [13] proposed a lightweight,
hybrid, and centralized Hello Flood and Sybil
attack detection solution for IoT-based
networks using the routing over “low power
and lossy networks (RPL)” routing protocol.
This algorithm utilizes detection measures,
such as packet counts, to verify the IDS agent's
intrusion ratio (IR). Raza et al. [14] developed
SVELTE, a legitimate IDS for the IoT network.
The system involves a 6LoWPAN Mapper
(6Mapper), an ID unit, and a small proxy
server. It examines the transferred information
to identify any security breaches. Its ability to
identify numerous threats is promising.
Nevertheless, it has solely been evaluated for
detecting forged or changed data, sinkholes,
and selective forwarding attacks. Pongle and

Chavan [15] conceived and constructed a
logically centralized framework for a hybrid
IDS based on simulations of network scenarios.
It is primarily concerned with identifying
routing assaults such as wormbhole attacks. Jun
and Chi [16] introduced an IDS for IoT-based
networks based on priority scheduling. This
work features a system that employs
complicated context-awareness techniques to
detect threats. Summerville et al. [17] designed
an IDS for the Internet of Things that utilizes a
comprehensive data  analysis strategy,
leveraging a bit-pattern technique. Networking
protocols were represented by a series of bytes,
referred to as a bit pattern, and feature
selection was implemented as an overlapping
sequence of bytes, known as n-grams. There
was a match between the bit-pattern and n-
grams [18] when the corresponding bits
matched in all places. The system was
examined by deploying four attacks, and its
false-positive rate was extremely low. Midi et
al. [19] suggested Kalis, a lightweight,
experienced, understanding, and adaptable
IDS. It gathers data about the characteristics
and entities of the live system and uses this
information to dynamically configure the most
efficient detection strategies. It is adaptable to
new standards and provides a method for
knowledge exchange that enables collaborative
incident detection. The results demonstrated
that the system detected primarily DoS and
routing attacks with great precision. Moreover,
Thanigaivelan et al. [20] suggested an
integrated IDS for the Internet of Things. Each
network node in this system watched its
neighbor. The monitoring node blocked the
abnormally behaving node's data-link layer
packets and alerted its parent node. Oh et al.
[21] created a distributed, lightweight IoT IDS
using packet payload and threat signature
matching. Meera et al. [22] investigated IDs
based on machine learning for IoT, assessing
various methods for feature extraction and ML
models. The findings revealed that the
integration of VGG-16 with stacking achieved
an impressive accuracy of 98.3% on the IEEE
Data Port dataset. The paper investigates
security issues within WSN-IoT networks,
exploring strategies such as machine learning
for network administration and assessing
constraints within IoT protocols. It concludes
with a comparison that illustrates the extensive
scope of the proposed study in relation to prior
research [23]. Fuzzy blockchain frameworks
with fuzzy logic and deep learning for threat
detection are proposed to address security
issues in blockchain-based IoT systems.
Testing shows the framework can identify
security  issues, validate transactions
efficiently, and detect dangers in blockchain-
based IoT networks [24]. An End-to-End
Explains how communication occurs between
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the sending and receiving IoT devices. [25].
Wei Liang et al. [26] proposed GTxChain, a
secure blockchain-based IoT architecture using
graph neural networks and off-chain data
gathering for enhanced privacy and security.
GTxChain enhances performance and stability
by 10.51% compared to existing architectures
utilizing the Lightning Network, IPFS, and
GNN, thereby ensuring the IoT system's
trustworthiness, security, and privacy. Arya K
et al. analyzed how blockchain and IoT might
improve transportation security, transparency,
and efficiency in India through scalable
Intelligent Transportation Systems (ITS) [27].
M. Karthikeyan et al. introduce FA-ML, which
combines the Firefly Algorithm and machine
learning and improves WSN-IoT intrusion
detection accuracy to 99.34%, beating KNN-
PSO and XGBoost. According to the report,
synthesizing modern security solutions in
networked, IoT-driven environments is crucial
for critical protecting infrastructure and
industrial automation [28, 29]. The present
paper explores recent IoT developments,
future applications, and ongoing research
challenges, highlighting its transformative
potential and the need for continued
innovation [30, 31]. The proposed approach in
this study relies on pre-trained CNN models,
which are explicitly fine-tuned for breast
cancer detection.

3.PROPOSED WORK

3.1.Data Collection and Preprocessing
This study utilizes the UNSW-NB15 dataset, a
widely used benchmark for evaluating
intrusion detection systems. The dataset
comprises 49 network traffic features,
capturing both normal and malicious activities,
categorized into various attack types, including
DoS, Exploits, Reconnaissance, Shellcode, and
Worms. The dataset is split into 70% for
training and 30% for testing to ensure a robust
evaluation of the proposed model.
3.1.1.Preprocessing Steps

To enhance model performance and ensure
high-quality inputs, the following
preprocessing techniques were applied:

e Noise Removal: Duplicate and
incomplete records were eliminated to
reduce data inconsistencies.

e Feature Selection: Mutual information-
based feature selection was used to
retain the most relevant attributes for
intrusion detection.

e Data Normalization: Min-max
normalization was applied to scale
features within a [0,1] range, ensuring
uniform weight distribution across input
variables.

e Balancing: Given the dataset’s imbalance
between attack and normal samples,
Synthetic Minority.

1- General and In-Depth Specialization of the
Manuscript:

o This manuscript lies at the intersection of
intelligent information retrieval systems,
fuzzy logic, and machine learning
applications in precision agriculture. It
specializes in query expansion techniques,
case-based reasoning, and deep learning
architectures tailored for agricultural data.

¢ In-depth, the work focuses on leveraging
pre-trained language models to generate
contextual embeddings for semantic query
expansion, applying fuzzy logic thresholds
to manage variability in soil and
environmental data, and integrating an
XGBoost classifier with an Independent
Recurrent Neural Network to optimize
similarity scoring and recommendation
accuracy.

2- Definition, Original Idea, and Novelty of the
Research:

¢ This manuscript defines a Boosted Query-
based Case-Based Reasoning System (BQ-
CBRS) as a framework that enhances
traditional CBR by dynamically expanding
queries and incorporating fuzzified
parameters into the retrieval and learning
pipeline.

¢ The original idea is based on the fusion of
embedding-based = query  expansion,
fuzzification, and an ensemble of XGBoost
and IndRNN models. To the authors'
knowledge, this is the first work to
systematically combine these components
for real-time crop recommendations,
offering significant gains in retrieval
performance and decision support for
sustainable farming. The Over-Sampling
Technique (SMOTE) was employed to
generate additional attack instances,
preventing bias towards the majority
classes.

3.1.2.Dataset Bias and Limitations
While UNSW-NB15 provides a diverse attack
landscape, potential biases exist, including
overrepresentation of specific attack types and
limited real-world variations in network traffic.
To address this issue, cross-validation was
performed to evaluate model generalizability
across different subsets of the dataset. The
detailed characteristics of the dataset samples
utilized in the present investigation are
summarized in Table 1. This dataset was
selected for its comprehensive feature set and
richness in attack diversity, which is crucial for
training and validating the proposed IDS
model.

Table 1 Dataset Samples.

Class Sample Size
Normal 340
Attack 4320
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3.2.Model Architecture and

Methodology
The proposed Hybrid CNN-LSTM Intrusion
Detection System (IDS) integrates

Convolutional Neural Networks (CNNs) for

spatial feature extraction with Long Short-

Term Memory (LSTM) networks for sequential

pattern recognition. This hybrid approach

enables effective detection of both static and

evolving threats in IoT networks.

3.2.1.CNN for Feature Extraction

The CNN module processes network traffic

data by extracting spatial correlations among

features, using:

e Multiple convolutional layers to identify
hierarchical feature representations.

e ReLU activation to introduce non-
linearity and improve learning efficiency.

e Max-pooling layers to reduce feature
dimensionality while retaining important
patterns.

3.2.2.LSTM for Sequential Pattern

Recognition

Since network attacks often exhibit time-

dependent behaviors, an LSTM layer is

incorporated to capture temporal
dependencies  within  network  traffic
sequences.

e The LSTM layer processes CNN-extracted
feature maps over time, enhancing the
model’s ability to detect anomalies in
sequential data.

e Dropout regularization is applied to
prevent overfitting.

3.2.3.Model Training and Optimization
The CNN-LSTM model was trained using;:

e Adam optimizer with an initial learning
rate of 0.001.

e Categorical cross-entropy loss function to
minimize classification errors.

e Batch size of 128 and 50 training
epochs, determined via hyperparameter
tuning.

The network architecture comprises an input
layer containing a collection of matrices with
dimensions moxno. The output layer consists

Yo

of neurons that correspond to various labels.
To generalize the features, hidden layers
comprise multiple convolutional matrices and
their corresponding filter matrices. The
convolution and filter features are calculated
using a set of parameters, denoted as
(s,xhn,st1) &&). Where s is the weight depth of the
shared matrices, and st1 and st2 are the sliding
steps. The size of the moving window is written
as Wn+hy,, and the size of the filter window is
written as Wm*hm. The last layer, the hidden
layer, binds the output layer and classifies. The
size of the moving window and how the
convolution process determine the size of the
resulting matrix. The resultant matrix and
filter window size are specified as:

W, 1—W
W"*h"z( nsltl m+1)
n

hn—l - hm
—+1
* ( st1, + ) @

where wn*h, and wn-1 * hn-1 represent the
resultant matrix size, the sliding step size is
represented by stin, and the sliding window
size is represented by Wy, * hp. LSTM captures
contextual information across the network in
this stage. This technique extracts node
features to identify hostile nodes and their
attacks. LSTM is a recurrent neural network
(RNN) model that leverages timestamps to
generate outputs based on input functions.
However, employing LSTM alone may not
effectively detect intrusions in the network due
to the gradient vanishing issue, which hampers
its ability to learn information over long
durations. Nonetheless, LSTM demonstrates
superior performance for short time durations
and significantly reduces system complexity.
The intrusion detection system uses LSTM and
a CNN to address these issues. Figure 3 shows
Bidirectional LSTM construction. The basic
LSTM's hidden layers process inputs and
outputs. Two hidden layers process
bidirectional LSTM input sequences. These
features aid network data transmission and
data extraction.

7

Backward

xt—l

Fig. 3 Bi-directional LSTM Architecture.
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During training, input features are tagged and
assigned a feature matrix location based on the
input neurons. The neural network computes
convolutional layer weight matrices and neural
link weights as inputs are processed. It has "x"
convolutional layers. Output neurons are "y"
while vector layers are "f"'. The weight function,
which determines the relationship between the

inputs and outputs, is obtained as a result of

the training process.
N My
wy=22(xn*fn+1)+x*f (2
n=1m=1

In the training process, Wy represents the total
weight of the network. xn+fn denotes the size of
the window filter, and Mn represents the
number of filters in the convolutional layer.
The loss function labels each input and weight.
Model training and validation data
compactness and descriptiveness decide the
loss function. The text does not define the loss
function.

Li=L.+@xLy 3)
Additionally, in the given text, ¢ is mentioned
as a scaling factor that is used to assess the
priority of nodes, while Lc and Ld represent the
compact loss and descriptive loss, respectively.

Dataset. Log Feature

files in IoT e cxtractionusing — Feature set

system LSTM

However, the specific equations or definitions
for these components are not provided.
e’m

fm@) = m 4)

The suggested intrusion detection system's
activation function estimates each neuron's
output probability using fully connected layer
weights. The activation function typically
returns a value between 0 and 1, with the
highest value indicating the most likely output
label. While Recurrent Neural Networks
(RNNs) and GRUs were considered, they were
found to be less effective for intrusion detection
due to vanishing gradient issues and weaker
spatial feature extraction capabilities. The
proposed CNN-LSTM model outperforms
these alternatives by:

e Extracting both spatial and temporal
features for improved anomaly detection.

e Enhancing detection accuracy and
reducing false positives compared to
standard RNN models.

e Achieving a 99.1% accuracy rate,
demonstrating superior performance over
conventional IDSs.

Figure 4 shows the complete process flow of
the proposed IoT-specific intrusion detection
system.

Improve

— Feature set —

Feature
encoding

Feature Matrix

Fig. 4 Proposed IoT-Specific IDS Using HCNN.

To extract the necessary features, the training
phase involves gathering the dataset and its
associated log files. The existing data is
improved by utilizing LSTM to compare the
extracted features to the original feature set.
CNN is used to train the specified data after the
label function has been defined. Intruders are
sorted and displayed in accordance with the
weight function learned during CNN training,.
3.3.Use-Case Scenario
To elucidate the practical implementation of
the present model in an IoT-based network,
consider the scenario of a smart home
environment. The network is connected to
various IoT devices, including smart
thermostats, security cameras, smart locks,
and home assistants, enabling seamless
automation and control of the system.
Potential Threats in a Smart Home IoT
Network:
1- Denial-of-Service (DoS) Attacks: An
attacker floods the network with
excessive traffic, disrupting the regular

operation of IoT devices and causing
smart locks to malfunction or security
cameras to become unresponsive.

2- Malware Attacks: Malware infiltrates the
network, allowing attackers to take
control of IoT devices, steal sensitive
data, or disrupt device functionality.

3- Data Breaches: Attackers intercept and
steal personal data transmitted between
IoT devices and the central control unit.

4~ Spoofing Attacks: Attackers impersonate
legitimate devices to gain unauthorized
access to the network.

Model Response to Threats:

The proposed Hybrid CNN-LSTM IDS model
can effectively detect and respond to these
threats in the following manner:

1- Detection of Anomalous Traffic: The CNN
layers efficiently identify patterns and
anomalies in the network traffic indicative
of DoS attacks, triggering alerts and
initiating mitigation measures.

2- Identification of Malware Activity: The
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LSTM component captures temporal
patterns associated with normal and
malicious  activities, enabling the
detection of malware presence and
preventing further spread.

3- Data Integrity Monitoring: The model
continuously monitors data exchanges
within  the network, identifying
irregularities that suggest data breaches
or spoofing attempts.

4- Real-time Threat Mitigation: By
combining CNN and LSTM capabilities,
the model provides real-time detection
and response to threats, ensuring
minimal disruption and enhanced

security for the smart home IoT network.
By including this use-case scenario, the authors
aim to clarify the practical relevance of the
present research to IoT-based networks and
demonstrate the effectiveness of the proposed
model in a real-world application. In Figure 5,
a central control unit is connected to various
IoT devices, including smart thermostats,
security cameras, smart locks, and home
assistants. It demonstrates the IDS's function
in monitoring network traffic, identifying
potential threats (including malware, data
intrusions, DoS attacks, and spoofing), and
responding to these threats to improve the
security of the IoT network.

Fig. 5 Application of the Proposed IDS Model in a Smart Home IoT Network.

4.RESULTS AND DISCUSSION
Experimental validation of the implemented
intrusion detection system entails a
comparison with a system based on recurrent
neural networks (RNN). With a 70% training-
validation ratio for training and a 30% testing-
validation ratio for testing, the UNSW NB15
data set is utilized. The proposed system
extracts dataset characteristics to differentiate
between attack and normal conditions. The
proposed model was implemented using
Tensor Flow on an Intel i5 processor operating
at 2.4 GHz with 8 GB of RAM to conduct the
experiments. Validating the suggested system
uses true positives, false positives, accuracy,
precision, recall, F-score, and error function.
Table 2 shows the proposed model and the
intrusion detection system RNN model average
values. In terms of detection performance, the
proposed model outperforms the RNN model,
according to the findings. While -certain
parameters, such as recall and precision, are
comparable between the two models, the
proposed model has a much higher ratio of true
positives to false positives than the RNN
model.

Table 2 Comparison of Performance Metrics.

Proposed Model
Sl. No Parameters RNN (HCNN)
1 F - score 0.96 0.99
2 Recall 0.97 1
3 Precision 1 1
4 Miscalculation rate  0.039 0.022
5 Detection time (sec) 2.09 1.78
6 Accuracy (%) 95.4 99.1

Figure 6 compares the proposed Hybrid
Convolutional Neural Network (CNN) model
with the conventional Recurrent Neural
Network (RNN) model regarding detection
accuracy. The figure illustrates the
performance metrics, including F-score, recall,
precision, miscalculation rate, detection time,
and accuracy, for both the proposed and RNN
models. The comparison demonstrates that the
proposed Hybrid CNN model achieved a
significantly higher accuracy of 99.1%
compared to the RNN model, which performed
with an accuracy of 95.4%. This result
indicates that the Hybrid CNN model
outperformed the RNN model by 4% in
detection accuracy. To ensure that the
performance improvements of the Hybrid
CNN-LSTM model over the RNN-based IDS
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were statistically significant and not due to
random variations, a paired t-test on accuracy,
precision, recall, and F-score was conducted.
The results indicated a statistically significant
improvement in detection accuracy (t = 4.62,
p < 0.05) and F-score (t = 5.21, p <
0.01), confirming the robustness of the
proposed model. Additionally, 95% confidence
intervals (CI) were computed for detection
accuracy (CI: 98.7%-99.5%) and precision (CI:
98.1%-99.4%), supporting the reliability of the
observed improvements. The breakdown of
performance across different attack types
demonstrated that the proposed CNN-LSTM
model achieved the highest accuracy in
detecting DoS attacks (99.3%), followed by
malware detection (98.7%). The improved
performance in these attack types is attributed
to the CNN component’s superior ability to
extract spatial patterns from network traffic. In
contrast, the detection of spoofing attacks
(06.4%) was relatively lower, suggesting
potential areas for further optimization. The F-
score, recall, and precision metrics also showed
superior performance for the proposed Hybrid
CNN model, with an F-score of 0.99, a recall of
1, and a precision of 1, compared to the RNN
model. Additionally, the proposed model's
miscalculation rate and detection time were
lower, indicating its efficiency in accurately
detecting intrusions with minimal errors and
in a shorter time frame. Furthermore, Figure 6
provides a comprehensive visual
representation of the performance comparison
between the proposed Hybrid CNN model and
the RNN model, highlighting the significant
improvement in detection accuracy and overall

performance achieved by the Hybrid CNN-
based Intrusion Detection System (IDS) for
securing IoT networks. However, the proposed
Hybrid CNN-based IDS outperformed
standard models in detecting IoT network
assaults due to its improved accuracy and
performance. This result emphasizes the
importance of wusing advanced machine
learning techniques, particularly CNN-based
algorithms, for intrusion detection in IoT

networks. The suggested model detected
intrusions  efficiently and  effectively,
improving IoT network security and

robustness. The superior performance of the
CNN-LSTM model can be attributed to its
ability to leverage both spatial and sequential
dependencies within network traffic data. The
CNN component efficiently captured spatial
patterns in static features, while LSTM
retained temporal dependencies, allowing for
improved recognition of time-based attack
behaviors. This hybrid approach significantly
enhanced detection accuracy over traditional
IDS models, such as RNNs, which struggle with
feature extraction due to their sequential-only
nature. Despite these advantages, one
limitation of the CNN-LSTM model is its
computational complexity. The training
process requires high processing power,
making real-time deployment in resource-
constrained environments a challenge. Future
work will focus on optimizing computational
efficiency, potentially by incorporating
lightweight architectures such as MobileNet
or pruning techniques to reduce model size
while maintaining performance.

Comparison of Performance Metrics: RNN vs. Hybrid CNN-LSTM 1DS
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Fig. 6 Comparison of Performance Metrics Between RNN-Based IDS and Hybrid CNN-LSTM IDS.
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5.CONCLUSION AND FUTURE SCOPE
A novel hybrid CNN-LSTM architecture is
presented for intrusion detection in IoT
networks and rigorously evaluated on the
UNSW-NB15 dataset (67,343 training, 22,449
testing, and 7,481 validation samples). The
proposed model achieved a 99.1% detection
accuracy with an Fi-score of 0.99, processing
each sample in just 1.78 s on average, which is
over 4% better than conventional CNN and
RNN baselines. These results confirm that the
proposed system delivers fast, accurate, and
reliable intrusion detection, making it a strong
candidate for real-world deployment in secure
IoT environments. In the future, the Pelican
Optimisation Algorithm (POA) can be used to
fine-tune hyperparameters and select the best
features to simplify the model. Particle Swarm
Optimisation (PSO) can also be used to find the
best weight initialization and the most useful
traffic features. Finally, the improved model
can be deployed on IoT devices with limited
resources to assess its performance in real-
time.
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