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Abstract: Cyberspace is a complex environment
consisting of heterogeneous technologies, i.e., fog
computing, Internet of Things, cloud computing, and
so forth, that result from interacting with services,
software, and people on the Internet. It allows users to
interact, share information, swap ideas, engage in
social or discussion forums, play games, and conduct
business, among many other activities. Cyberspace's
biggest challenge is cyber-attacks, which affect security
and integrity services. However, many traditional
security mechanisms provide protection and security
services to solve these issues. Therefore, many
researchers have focused on solving security and
integrity issues by addressing the need for effective
lightweight encryption techniques that incorporate the
advantages of lightweight symmetric and asymmetrical
algorithms. In this paper, a lightweight encryption
technique was created and applied with the following
features: Keyless, Encryption & Integrity, Text &
Number End-to-End Encryption, Reduce Traffic, and
processing overhead. In addition, the proposed system
provides data integrity by applying the HASH 256
function to generate a HASH value. The proposed
lightweight encryption algorithm focuses on the
optimal use of the resources of Internet of Things
devices so that it dramatically saves all of (Processor,
Memory, Energy, Time, and Bandwidth (no need to
distribute the keys)), on the other hand, giving high
security, especially against the crypto analyzer. In
addition, the proposed lightweight encryption
algorithm can manipulate text and numbers in the
English and Arabic languages. Also, to achieve data
integrity in the proposed system within the Internet of
Things environment, 4 hexadecimal digits from the
HASH value were used instead of the original 64
hexadecimal digit HASH value to reduce the network
bandwidth, processing, and storage.
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1. INTRODUCTION

Cyberspace, an electronic and communication
device-based virtual and dynamic environment,
stores and uses electronic data [1]. The primary
purpose of making Cyberspace is to
communicate and share information across the
Internet. However, it has a significant impact
on human daily activities. Yahoo, Google, and
Facebook are some examples of Cyberspace. In
addition, various emerging technologies are
involved in a cyberspace communication
network, which includes Artificial Intelligence
(AI) [2, 3], Blockchain Technology, Big Data,
Mobile Cloud Computing (MCC), Cloud
Computing (CC), Internet of Things (I0T), and
Big Data Analytics [4-8]. The IoT environment
consists of many different devices (objects or
things) connected using wired or wireless
communication technologies, allowing them to
collect, exchange, and process data
occasionally. These devices range from smart
devices for households, such as intelligent
bulbs, temperature sensors, and IP cameras, to
more advanced devices, such as accelerometers,
Radio Frequency Identification Devices
(RFID), heartbeat detectors, tablets, iPads, and
other sensors in automobiles [9]. Furthermore,
as IoT networks spread globally, more devices
will eventually be connected, which is predicted
to reach 75 billion by 2025 [10]. These devices
manage various tasks in the smart home,
companies, smart cities, or government
institutions through the Internet. IoT devices
interact with their actuators without human
interaction, known as Machine-to-Machine
(M2M) interaction [11]. Data exchange between
network nodes, such as sensors, actuators,
services, or other platforms, is conducted via
message brokers, a key component of
middleware systems. The Broker may be
operating locally (on edge) or remotely (in the
cloud) [12]. The publish/subscribe pattern is a

communication architecture where sensors and
actuators function as publishers and
subscribers. Applications for users can serve as
either publishers or subscribers based on each
application's design [13, 14]. The primary
attributes of IoT  networks include
heterogeneity, extensive deployment,
proximity-based communication, cost-
effectiveness, energy efficiency, dynamic
network modifications, minimal delay, highly
reliable communication, safety, and
intelligence. Also, IoT devices have certain
features, such as smaller sizes and lower
computation capacity. Moreover, they use
particular lightweight communication
protocols [15]. On the other hand, the IoT has
many restrictions regarding devices and
components constrained by processor speed,
memory size, communication bandwidth,
power consumption, and its heterogeneous
nature and widespread use [16]. Traditional
protocols, Transmission Control Protocols, and
User Datagram Protocols (TCP & UDP) do not
work well with resource-constrained devices.
Thus, various messaging and communication
protocols have been designed to enable the
reliable and secure transmission of data across
the Internet of Thing networks, such as
Bluetooth, Hyper Text Transfer Protocol
(HTTP), ZigBee, Long Range Wide Area
Network (LoRa WAN), M2M, MQTT,
Extensible Messaging and Presence Protocol
(XMPP), Advanced Message Queuing Protocol
(AMQP), and Constrained Application Protocol
(CoAP)) [17]. The MQTT protocol is considered
the most superior option in the Internet of
Things (IoT) field. For example, MQTT has
gained significant popularity in the smart
homes domain [18], agricultural Internet of
Things [19], and applications in the industrial
sector [20], because it has lower requirements
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for memory and power, less packet loss, and
supports communication at lower bandwidths
[6, 17]. Nevertheless, the lack of security
features in MQTT is its biggest flaw. The
devices' processing overhead has increased due
to the current methodologies, which are also
still exposed to several attacks [21]. IoT
technology is being applied in an increasing
number of fields. Therefore, they are more
vulnerable to privacy and security attacks for
the following reasons: increasing popularity;
connected to the Internet; lack a standard;
controlled remotely; provided with lower
security policies, and consume sensitive data.
Therefore, they continue to be practical and
affordable [22]. Traditional encryption
techniques and systems are sometimes
unsuitable for IoT networks due to their design
for devices with ample resources on high-
bandwidth networks. As a result, researchers
suggested using lightweight encryption
algorithms to address this issue and ensure
security and privacy in an IoT context while
minimizing resource consumption and
reducing encryption overhead. These methods
are lightweight, keyless (using symmetric keys),
robust, and provide end-to-end Encryption
[23]. The greatest challenge of implementing a
complete paradigm of IoT is the privacy and
security issues. Internet of Things devices are
restricted in terms of resources, i.e., limited to
a few megahertz of computational power, 5-10
Megabytes of memory, and a small amount of
persistent storage available. In addition, they
are battery-powered; their power capacity
spans from 6 to 24 hours. These limitations
prevent IoT devices from implementing
resource-intensive security measures, such as
security information, event management,
energy requirements, big data, heterogeneity,
and scalability. Moreover, IoT devices' growth
(scale) is another critical challenge. By 2025, it
is projected that the number of Internet-
connected gadgets will almost triple. The
development of IoT by increasing the number
of devices makes it a fragile environment that
attracts a wide range of attacks. To preserve
human life and resources, numerous
environmental monitoring applications can be
used to monitor air pollution, detect
earthquakes early, detect forest fires, etc. These
benefits are subject to limitations and
problems, including privacy and security. The
most significant issues networks have faced
throughout the years are security, privacy,
complexity, big data, energy consumption,
devices/links, and heterogeneity challenges.
2.LITERATURE REVIEW

Several recent studies have successfully
developed encryption algorithms and strategies
specifically designed for the Internet of Things
(IoT) environment. The authors tackle the
inherent constraints of IoT devices that pose

challenges in implementing conventional
encryption methods, which require substantial
resources to operate. To provide secure
communication and efficiency while utilizing
resources sensibly, several researchers have
proposed lightweight encryption techniques to
address the resource limitation challenge and
enhance traditional encryption techniques for
IoT devices. The researchers in [24] proposed a
scheme to address security and privacy issues in
the IoT. A lightweight, pair less Attribute-Based
Encryption scheme (ABE) based on the Elliptic
Curve Cryptography (ECC) was developed. The
safety of the proposed scheme was
demonstrated using the trait-based selective
group model. It was predicated on the Elliptic
Curve Diffie-Hellman Decision (ECDHD)
assumption, as opposed to the bilinear Diffie-
Hellman assumption. Detailed comparison
analyses were conducted with existing ABE
schemas by establishing metrics to measure
computational overhead, standardization, and
communication overhead [24]. The findings
indicated that the implementation efficacy was
enhanced; in addition to that, the
communication costs decreased for the
proposed system. The researchers in [25]
proposed an algorithm for the Secure Internet
of Things (SIT), which is a name for a
lightweight encryption algorithm. It was a 64-
bit block cipher that encrypts data with a 64-bit
key. The algorithm architecture combined a
unified switching network with a Feistel
network. The simulations showed that the
algorithm with only five encryption rounds
provided excellent security. The algorithm is a
good candidate for IoT applications because the
implementation yields encouraging results
[25]. The researchers in [26] described a design
for an IoT security application-friendly
Advanced Encryption Standard—Galois
Counter Mode (AES-GCM) Authenticated
Encryption (AE) Crypto-Core. The AES-GCM
core offers confidentiality using the AES block
cipher's Counter Confidential Treatment
Request mode (CTR) and authenticity and
integrity using GHASH. Two key lengths are
supported by AES encryption: 128-bit and 256-
bit. The Field-Programmable Gate Array
(FPGA) implementation validated the AES-
GCM core [26]. The authors in [27] developed
and tested a new security method for Voice over
Internet Protocol wireless networks (VoIP).
New encryption methods were designed to
satisfy Quality of Service (QoS) criteria for voice
communication and to work with wireless
devices. Its goal is to reduce the power
consumption and execution time of the
encryption process while increasing or
maintaining the level of security [27]. This
algorithm is made more difficult to hack and
secure with the new triple key technology [27].
The researchers in [28] introduced an advanced
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approach that ensures data protection using
cryptographic methods like Rivest Shamir
Adleman (RSA). Additionally, it emphasized
the establishment of a random pathway for
transmitting messages from the sender to the
receiver. This strategy guarantees the safe
transmission of packets, even in the presence of
attacks on intermediary nodes, by establishing
alternative routes between the source and
destination [28]. The proposed system
performs the following tasks [28]:

1) It is proposed to use a new Identity Path
and Location (IPL) privacy algorithm to
ensure that the identities and locations of
source nodes are not disclosed.

2) It also ensures that packets reach their
intended location using only reliable
middle nodes.

3) The current intermediate node is kept
anonymous.

4) Anovel approach is suggested to establish
data privacy by offering payload
encryption and decryption.

5) They do not realize the intermediate nodes
of their previous path.

6) Two critical algorithms were created to
ensure the security and integrity of the
data transmitted through the sensor
network.

The researchers in [23] presented Elastic
Encryption Technology (FlexenTech), a new,
scalable encryption method used to protect IoT
data stored and transmitted. FlexenTech is
suitable for networks and devices with limited
resources. It protects against replay attacks
while providing high-speed Encryption. In
addition, it is worth noting that this mode is
highly dependable since it can accommodate a
wide range of key sizes and cycles. The system
provides rapid Encryption, safeguards against
typical attacks like replay attacks, and
establishes a customizable mode that permits
the utilization of various rounds or key sizes.
The several tiers of secrecy demonstrate the
robustness of FlexenTech in conducting
experimental analysis by enabling the
implementation of diverse protective measures.
The authors of Ref. [29] proposed a scheme for
transmitting text files among embedded
Internet of Things Devices. An innovative,
robust, and efficient symmetric encryption
algorithm was presented, together with
lightweight encryption methods specifically
designed for IoT applications. The researchers
evaluated the effectiveness of the lightweight
coding method by analyzing its bit error
probability and throughput in an Additive
White Gaussian Noise (AWGN) channel with
Rayleigh vanishing. They assumed that the
signal being sent via the channel had a certain
bit error probability. To quantify these
performance  metrics, they formulated
analytical formulas that consider modulated

signals both with and without coding.
Furthermore, they suggested the development
of a lightweight encryption algorithm to
enhance the security level without substantial
alterations in processing speed and size. The
experimental data under study showed that the
lightweight encryption algorithm outperformed
the proposed and literature lightweight
encryption algorithms regarding error rate and
throughput performance, and outperformed
traditional encryption algorithms, such as AES.
The researchers of Ref. [30] presented an
advanced data encryption method suitable for
Internet of Things (IoT) applications. The
Catalan object, which acts as a cipher key in the
cipher system, provides ciphers based on
combinatorial structures with non-overlapping
or non-intersecting matching. The
experimental section compared the proposed
encryption method with the Data Encryption
Standard (DES) algorithm and Catalan
numbers. This analysis used the machine
learning-based definition of the cipher method
using only ciphertext [30], as shown in Fig. 1.

SeLecr Enxcryprion Mobe
Combinatorial Structures
( Matching's )

\’ ConvERsiON J
SussTITUTION

TransMissiON

'

CipuerTExT

Ineur Data
Text, Numbers

Fig. 1 Proposed Model Framework [30].
The researchers of Ref. [31] examined various
new technologies and security procedures and
their potential vulnerabilities to equip
Industrial IoT infrastructure builders with the
necessary knowledge to account for them. The
text explored the distinctions and similarities
between classical information technology (IT)
and operational technology (OT) and their
connections to industrial IoT systems. It also
examined potential attacks on both the IT and
OT layers. The researchers of Ref. [21]
introduced the Robust Security Scheme (RSS)
as a comprehensive plan to protect MQTT from
any vulnerabilities that may result in advanced
cyberattacks. The proposed RSS used two
encoding schemes:

1) D-AES, or a Dynamic version of the
Advanced Encryption Standard.
2) KP-ABE, or Key Policy Attribute-Based
Encryption.
RSS introduces D-AES, a novel design
architecture that proposes a symmetric AES
method to achieve encryption of the MQTT
payload. Furthermore, the second component
of the hybrid cypher system, KP-ABE, is
employed for the private key cypher of D-AES
to mitigate the computational constraints
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associated with bilinear mappings. The
performance of the suggested RSS can be
evaluated by measuring processing time and
traffic. The empirical findings demonstrate the
efficacy of the suggested D-AES algorithm. It is
more promising and has advantages over the
traditional AES algorithm. In the literature
review, it was noticed that most encryption
algorithms use keys that need protection,
management, and distribution, whether of the
Symmetric or Asymmetric keys, which require
high processing and consume energy in IOT
devices. In addition, these algorithms do not
verify the integrity of the text data.
Furthermore, most of these algorithms work to
encrypt text only, and some of these algorithms
are breakable by the crypto analyzer. Therefore,
this paper developed a lightweight encryption
algorithm that works with an implicit key
(Symmetric key) to encrypt numbers and
letters, as it depends on the location of the
sequence of numbers and letters in plain text
while achieving data integrity. Thus, less
processing time can be achieved with no need
for operations, including protecting, managing,
and distributing keys, which provides the user
with high security, while saving energy for IOT
devices. Moreover, it is robust against the
crypto analyzer.

3.PROPOSED ENCRYPTION
ALGORITHM

New encryption methods proposed are called
Lightweight Security and Integrity Data —
Internet of Things LSID-IoT. The primary
benefits of the proposed methods are their
simplicity and efficiency in implementation.
The implicit key is derived from the plain text.
The algorithm is categorized as a substitution
encryption method since it substitutes the
characters of the plain text with different ones
to generate the ciphertext, encrypts both text
(English and Arabic) and numbers, and is
robust against a crypto analyzer. In addition, it
is End-to-End Encryption.

3.1.Encryption TEXT Methods

Before Encryption can happen, the plaintext
must first be turned into a set of symbols. Next,
for each character, the encryption alphabet can
be found by moving the original alphabet based
on the order of the character in the plain text.
After that, go from the matching encrypted
character to the plain character. Equation (1)
expresses how to use the encryption method.
The encryption process is shown in Fig. 2 as a
diagram.

C[I1]=(P[I]+ (Imod26))mod 26 (6))
where C [] is an array containing Cipher text, P
[1 contains Plain text, and I is the character
index in plain or cipher text.

/ Enter plain text in to Array P[ ] /

v

| Find Length of Plain Text ( K ) |

v
| |
\:

| C[1] = (P[] + (I mod 26)) mod 26 |

v
| 1=1

™ |
s

/ Print Cipher Text C[] /

T m >

Fig. 2 Flowchart of the Encryption Process.

Figure 3 shows an example of text encryption.

Plain Text = banana
1 2 3 4 5
b a n a n a

C[0] = ASC(b)+(0mod26)
C[1]=ASC(a)+(1mod26)
C[2] = ASC(n)+(2mod26)
C[3] = ASC(a)+(3mod26)
C[4] = ASC(mn)+(4mod26) = r
C[5]=ASC(a)+(5mod26) = f

Il I
T =

l)
d

Cipher Text = bbpdrf

Plain Text b a n a n a
Cipher Text b b p d i f

Fig. 3 Example of Text Encryption.

3.2.Decryption TEXT Methods
The decryption process is the reverse of the
encryption process. It involves taking the
ciphertext and transforming it back into a set of
characters, then deciphering the characters by
determining the decryption alphabetically by
shifting the original alphabet according to the
sequence of the characters in the ciphertext.
The final stage is determining the equivalent
plain character for each cipher character. The
decryption operation is executed by Eq. (2). Fig.
4 depicts the flowchart illustrating the steps
involved in the decryption process.

P[I]=(C[I]-(Imod26)) mod26 (2)
where C [] is an array containing Cipher text, P
[] contains Plain text, and I is the character
index in plain or cipher text.
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/ Enter Cipher text in to Array C[ ] /

| Find Leneth of Cipher Text ( K ) |

| L1 |

| PI]=(( C[I] - (I mod 26)) mod 26 |

<

/ Print Plain Text P[] /
>

Fig. 4 Flowchart of the Decryption Process.

Figure 5 shows an example of text decryption.

Cipher Text = bbpdrf

P[0] = ASC(b)-(0mod26) = b
P[1] = ASC(b)-(1mod26) = a
P[2] = ASC(p)-(2mod26) = n
P[3] = ASC(d)-(3mod26) = a
P[4] = ASC(r)-(4mod26) = n
P[5] = ASC(f)-(5mod26) = a

Plain Text = banana

Cipher Text b b p d r f
Plain Text b a n a n a

Fig. 5 Example of Text Decryption.

3.3.Encryption and Decryption
NUMBERS Methods
Furthermore, the identical encryption process
was employed to encrypt the numbers by
making straightforward modifications,
explicitly converting the numerical digits into
characters with adding 17 to the American
Standard Code for Information Interchange
(ASCII) value of the number and subsequently
encrypting the resulting character. For
instance, to encrypt any given number, Eq. (3)
is used.

Cl[I]=( (P[I]+17)+

(Imod26) )mod 26 3)
where C [] is an array containing Cipher text, P
[] contains Plain text, and I is the character
index in plain or cipher text. Figure 6 shows an
example of how to encrypt a number.

Plain Number = 357621

1 2 3 4 5 6
3 5 i 6 2 1

C[0] = ASC(3)+17+(0mod26) = D
C[1]=ASC(5)+17+(1mod26) = G
C[2] =ASC(7)+17+(2mod26) = J
C[3]=ASC(6)+17+(3mod26) = J
C[4] = ASC(2)+17+(4mod26) = G
C[5]=ASC(1)+17+(5mod26) =

@

Cipher Number = DGJJIGG

Plain Num. 3 5 7 6 2 1
Cipher Num. D G J 1] G G

Fig. 6 Example of a Number Encryption.
Equation (4) is used to decrypt any number.

P[I]
=( (C[1]-17)
—(Imod26) )mod 26 1)

where C [] is an array containing Cipher text, P
[] contains Plain text, and I is the character
index in plain or cipher text. The proposed
methods could also deal with the Real numbers.
Figure 7 shows an example of decrypting a
Number.

Cipher Number = DGJIGG

1 2 3 4 5 6
D G J J G G

P[0] = ASC(D)-17-(0mod26) = 3
P[1]=ASC(G)-17-(1mod26) = 5
P[2] = ASC(J) -17-(2mod26) = 7
P[3] = ASC(J) -17-(3mod26) = 6
P[4] = ASC(G)-17-(4mod26) = 2
P[5] = ASC(G)-17-(5mod26) = 1

Plain Number = 357621

Cipher Num. D G J J G G
Plain Num. 3 5 7 6 2 1

Fig. 7 Example of a Number Decryption.

3.4.Integrity

To achieve integrity service in the proposed
system, the Secure Hash Algorithm SHA-256
(256 bit) algorithm was used, as shown in Fig.
8. The first and last two hexadecimal numbers
of the output of the above algorithm were used
to reduce the size of the sent message and
achieve lightweight, in addition to using low
network bandwidth.
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OriGINAL MESsAGE

SHA - 256 Augorithm

hel hell oo he: | hes
! | | "
H:\sh 1 Hzlshz

MessaGe SENT Hasnl  Hash 2

Ada ( Hash 1 & Hasn 2 ) to the End of the Sent Message

Fig. 8 Flowchart of the Integrity Service for
the Proposed System.

4.DESIGN SUGGESTED SYSTEM
The proposed system was designed within the
IoT environment in two stages:
4.1.Software Design Stage
At this stage, the proposed system was designed
into two main parts:
e The First Part includes Encryption
and integrity of the sent message, as
illustrated in the flowchart in Fig. 9.

Origing Message

SECURITY | INTEGRETY

SHA - 256 Agorithm

Y — he | he

o . ) [ )
S : :
NO // b VES Han 1 Hasn 2
F .

@ Encrypton Lext # Eneryption Number

00

Message Sene Hunl| Han2

SECUTRITY J ]NTE('}RETYJ
Fig. 9 Encryption Flowchart.

e The Second Part includes decrypting
and integrity of the received message,

as illustrated in the flowchart in Fig. 10.

Message Received Han1l | Han 2

|
NO . VES |

Encyped  o———)
\ 4 :
- Tae ok . Noie:
Pstons .~
///

P Plaopszie Blumies
(o’
SHA - 256 Agortm
1
hg | hy S haz | hes
[ .
Hawn 1 ! Han 2

NO

Kovatid Message Show Menage

Fig. 10 Decryption Flowchart.

4.2.Hardware Design Stage

In addition to using two computers, a
Raspberry Pi4 device containing Mosquitto
Broker that acts as a coordinator for MQTT
messages was used. The first computer, PC1, is
used to send MQTT messages (Publisher
Device), and the second computer, PC2, is used
to receive MQTT messages (Subscriber device),
as shown in Fig. 11.

Pubtisher Deevices Subscriber Devices
PC1 Riciese Pik Disics PC2

Fig. 11 General IoT Network for the Proposed
System.

5.TESTING PROPOSED SYSTEM ON
PCS

5.1.Testing the Proposed System On
Raspberry Pi

The testing phase of the proposed system was
done after finishing the entire configuration by
implementing the tenser flow (64-bit)
environment on Linux OS (32-bit) and
completing the appropriate environment for
executing the proposed system on Raspberry Pi
devices. The proposed system consists of the
following steps:

1) Define the wused libraries, such as
PYSHARK, asyncio, and numpy.

2) Determine if the proposed system shows
the MQTT Message in the command
windows.

3) Capture operation starts on the Wireless
Local Area Network (WLAN) interface
and captures only the MQTT messages
using the PYSHARK library.

4) Extract the message filed from Publish
MQTT messages.

5) Show the Extract message depending on
step 2.
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5.2.Testing Proposed System On PC's

At this stage, two applications were developed
using the Python language within the Anaconda
environment.

The First Application

It sends MQTT messages to the Broker

inside the Raspberry device using the

MQTT protocol. The development includes

the following steps:

1) Create the program interface using the
standard Graphical User Interface
(GUD) library for Python (Tkinter).

2) Develop an Integrity function to
compute the HASH value.

3) Giving the user the ability to specify
whether he/she wants to encrypt the
message or not. If the user chooses to
encrypt the message, the proposed
encryption algorithm is called to
encrypt carry out the process of
encrypting the message.

4) Connect to the Broker by providing the
username and password.

5) Send the message, whether encrypted
or unencrypted, to the Broker using the
Publish function of the Paho library,
specifying the Topic within the Broker
that the message is stored in.

The Second Application

It receives MQTT messages from the

Broker inside the Raspberry device using

the MQTT protocol. The development

includes the following steps:

1) Create the program interface using the
standard GUI library for Python
(Tkinter).

2) Develop a particular function to
provide integrity.

F Publish Application = O

Publish Apphcation

Ip Address J1s2.168.8.117

Port no. EE

User Name I

Password I

[ & Do not Encrypte the message ]

" Encrypte the message

Message Il.‘C;."T protocol

Encrypted Message I

Send Message

Clear Message

3) Connect to the Broker by providing the
username and password.

4) Listen to the port no. (1883) and
determine the Topic to receive the
MQTT message.

5) Receive the MQTT message from the
Broker and check whether it was
encrypted or not; if encrypted, the
application calls the decrypt function in
the proposed algorithm to decrypt the
message.

6) Compute the HASH value of the MQTT
message (after decrypting the message)
and compare it with the received HASH
value. If equal, the application will
display the MQTT message in the list
box. Otherwise, the application will
display an invalid string message in the
list box.

6.RESULTS

Many different experiments were conducted to
verify the proposed system's performance. This
verification was done by performing a set of

scenarios

that included and

encrypting

decrypting texts in Arabic and English, as well
as numbers, and merging them. To realize the
efficiency of the proposed system, the time
difference between processing the received
original message (without Encryption) and

decrypting the

encrypted message was

calculated.

6.1.Scenario 1

This Scenario includes sending a message
(English Text only) once without Encryption

and

with Encryption, in addition to calculating

the received time as follows:

Ip Addre:

Port no.

Passwor

1) Send the message (without
Encryption), as shown in Fig. 12.

2) Send the message (with Encryption),
as shown in Fig. 13.

Subscriber Application

s f192.168.8.117

]1?-83

User Mame I

s ]
L o gtk sarygle dall

[ MOTT protocol time: 7.5541000001067e-05 ]

Message

histen ‘

Bt ‘

Fig. 12 The Interface of the Proposed System to Send messages (without Encryption), with calculating
the received Time in Scenario (1).
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¥ Publish Applicatson - o b4 [}
Publech Application Subscriber Applicatson
Ip Addres Jrazieas T IpAddress 1521688117
Peat o jreas e ne jiess
User Narme 1 User Name |
Password I Pasgword I_
™ Do not Encrypte the massage Connected with nesult code 0
MCTT 'l Z 55100000106 e 0
[ & Encrypte the message ] [ MOTT protocol time: 9.032100000183518e-05 ]
Mlessage IM': T pr:'.-:ccl
Meiisge
Encrypted Message I:Lm'u'l'\'iunllm:rfh:'
Serd Message
Clesr Meusage histen
Exit Bt

Fig. 13 The Interface of the Proposed System to Send messages (with Encryption), with calculating
the received Time in Scenario (1).

Then, the difference between the two times of with Encryption, in addition to calculating the
the two cases above is calculated. received time as follows:

6.2.Scenario 2 1) Send the message (without
This Scenario includes sending a message Encryption), as shown in Fig. 14.
(Number only) once without Encryption and 2) 2. Send the message (with

Encryption), as shown in Fig. 15.

§ Publish Apglication - o X ¥
Publish Application Subscriber Application
Ip Address Jrozie8e117 IpAddress  [192.168:8.117
Port no. | Portno.  [[1883
User Name I User Mame I
Password I Password I
[ & Do not Encrypte the message ] Connected with result code 0

MQTT protecol time: 7.5541000001067e-05

" Encrypte the message 5
[ | - 1
Message Ilﬂ"ﬁ?g;d 1234567890 time: 2.299100000868748e-05

[
Encrypted Message I essage
Send Message
Clear Message listen
Exit Exit

Fig. 14 The Interface of the Proposed System to Send a message (without Encryption), with
Calculating the Received Time in Scenario (2).
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# Publish Application - O
Publish Application
lp Address Iw!.IEB.B n7z
Port no. IIBSE
User Name l
Password '
" Do not Encrypte the message
& Encrypte the message I
Message 123456789

Encrypted Message I=BDFHJLNP Ric746

Send Message

Clear Message

Exit

Ip Address

Port ne. l'IESS

Subscriber Application

fj192.168.8.117

User Name I

Password I

|Connected with result code 0
|MCOTT protocol time: 7.5541000001067e-05
MQTT pretocol time: 9.03210000018361 8e-05

’
1234567200 time: 3.0791000000363056e-05
Message [ I

listen

Fig. 15 The Interface of the Proposed System to Send messages (with Encryption), with Calculating
the Received Time in Scenario (2).

6.3.Scenario 3

This Scenario includes sending a message
(English Text with a Number) once without
Encryption and with Encryption, in addition to
calculating the received time as follows:

1) Send the message (without
Encryption), as shown in Fig. 16.

2) Send the message (with Encryption),
as shown in Fig. 17.

# Publish Application

Ip Address
Port no.
User Name

Password

Message

Encrypted Message

— o x 7
Publish Application
ITBE.IES.B n7 Ip Address
l7833 Port no.
l User Name
l Password

[ & Do not Encrypte the message ]

™ Encrypte the message

[marT Protocol v3.0
I Message

Send Message

Clear Message

Exit

Subseriber Application

Jrez 1688117
Jrees

I

|

|Connected with result code 0

MOTT protocel time: 7.5541000001067e-05
MOTT protocol time: 9.032100000183618e-05
(1234567890 time: 2.209100000368748e-03

I IMGTT Protocol V3.0 time: 5.2550000020801235¢-05 I

listen

Fig. 16 The Interface of the Proposed System to Send a message (without Encryption), with
Calculating the Received Time in Scenario (3).
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¥ Publish Application - o
Publish Application
Ip Address u192-168 an7y
Port no. 1883
User Name
Password I
" Do not Encrypte the message
[ ' Encrypte the message ]
Message IMQT‘I Protocel V34
Encrypted Message E@MRWVSUm-jxm:x- dB> AB430
Send Message
Clear Message
Eaxit

X

s

lp Address
Port no.
User Name

Password

Message

Subscriber Application

Jro216e2.017
Jrees

I

I

Connected with result code 0

MOTT protocol time: 7.5541000001067-03
MQTT protocel time: 9.032100000183618e-05
1234567890 time: 2.299100000868748e-05
1234567890 time: 3.0791000000363056e-05

MQTT Protocol V3.0 time: 6.14549999811445¢-05

listen

Fig. 17 The Interface of the Proposed System to Send a message (with Encryption), with Calculating
the Received Time in Scenario (3).

6.4.Scenario 4

This Scenario includes sending a message
(Arabic and English Texts and Numbers)
once without Encryption and once with
Encryption, in addition to calculating the
received time as follows:

# Publish Application = (]
Publish Application
Ip Address lraz.]ss.sn?
Port na, | I
User Name |
Password l

[ & Do not Encrypte the message ]

" Encrypte the message
Message I claablll Caput MATT V3

Encrypted Message l

Send Message

Clear Message

Exit

X

1) Send the message (without

Encryption), as shown in Fig. 18.

2) Send the message (with Encryption),

as shown in Fig. 19.

All results of the scenarios of this paper are
summarized in Table 1 and Chart 1.

Ip Address
Part no.
User Name

Password

Message

Subscriber Application

lwz 168.8.117

1883

|Connected with result code 0

|MQTT protecol time: 7.5541000001067e-05

MOTT protocol time: 9.032100000183618e-05
(1234567890 time: 2.20910000036874Be-05
{1234567890 time: 3.0791000000363056e-05

IMOTT Protocol V3.0 time: 5.2550000020801235¢-05
IMOTT Protocel V3.0 time: 5.14549993811445e-05

[ e LWl el MCITT V3.0 time: 6.6018990976905082-05 ]

listen

Esat:

Fig. 18 The Interface of the Proposed System to Send a message (without Encryption), with
Calculating the Received Time in Scenario (4).
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# Publish Application - ] X i
Publish Application Subscriber Application
Ip Address Jrozisezi7 IpAddress  |[192.168.8.117
Port no. Jrea Portno. 1883
User Name I User Mame I
Password I Password H
" Do not Encrypte the message |Cannected with result code 0
FE m IMQTT protocol time: 7.554100000106Te-05
FEEVIRE N FIEagE IMQTT protocol time: 5.032100000183518e-05
1 1234567890 time: 2.209100000868T48e-05
Mess. elpabill I MOTT V3.
s i ol Message 1234567890 time: 3.0791000000363056e-05

Encrypted Message || @i ;3' Siaa |/ ]bfg4KIEHE884

Send Message

Clear Message

Exit

IMQTT Protocol V3.0 time: 5.2550000020801235¢-05
{MQTT Protocol V3.0 time: 6.1464990981 1445e-05

Jelubtl il MGTT V3.0 time: 0.00010551100001521263

listen

Fig. 19 The Interface of the Proposed System to Send a message (with Encryption), with Calculating
the Received Time in Scenario (4).

Table 1 The Results of the Proposed System in the Present Scenarios.

Time without
Encryption in
second

Time with
Encryption in
second

Different Time
in the second

Sc. Message Type Message

No.

1 English Text Only MQTT Protocol

2 Number Only 1234567890

3 English Text with Number MQTT Protocol V3.0

4  Arabic with English Text and Number LY < 5 MQTT V3.0

0.000075541
0.000022991
0.000052550
0.000066918

0.000090321
0.000030791
0.000061464
0.000105511

0.0000148000
0.0000078000
0.000008914
0.000038593

o

ALL SCENARIOS

0.00012

0.0001
0.00008
0.00006
0.00004
0.00002 é

MQTT 1234567890
PROTOCOL

B Time without Encryption in Second ®Time with En

MQTT PLAEY) i )
PROTOCOL V3.0 MQTT V3.0

cryption in Second O Different Time in Second

Chart 1 The Results of the Proposed System in the Present Scenarios.

6.DISCUSSIONS

As demonstrated in the present scenarios, the
proposed system insignificantly affects the
performance of the Raspberry device operating
in the Internet of Things environment. It does
not need to distribute keys used in encryption
and decryption operations because it relies on
the implicit key principle, which adds strength
to its security, considering the optimal use of

Internet of Things resources, i.e., Bandwidth,
Memory, Central Processing Unit (CPU), and
Energy. In addition, the proposed system is
robust against attempts to Crypto Analyzer
attack, so that repeated letters in the plaintext
do not take the same letters encrypted in the
ciphertext, such as the Encryption of the word
(banana), which, after Encryption, will
become (bbpdrf). Moreover, the ability of the
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proposed system to provide end-to-end
Encryption, i.e., the process of Encryption and
integrity, will protect data from the sending
side to the receiving side, which is also
essential. Furthermore, the results in Table 1
show that the proposed system in the present
scenarios proved that the time difference is very
small between the message in its two states, i.e.,
with Encryption and without Encryption, This
result indicates the possibility of applying the
proposed system within the Internet of Things
environment, which provides security and data
integrity services while maintaining accuracy
and speed, in addition to the possibility of
dealing with all types of texts and numbers. It
should be noted that the time calculation will
vary depending on several factors, including;:

e The length of the message.

e Specifications of the sending and receiving

devices and the Raspberry Pi.

e Network speed.
7.CONCLUSIONS
Nowadays, developing and designing practical
and lightweight encryption algorithms and
techniques, while considering the resource
constraints of connected devices, is the primary
security challenge in the IoT environment.
Utilizing traditional security mechanisms in an
IoT network, such as conventional Intrusion
Detection System (IDS) and authentication,
will be time-consuming and could cause
problems for an extensive system with many
connected heterogeneous devices. They are not
appropriate for restricted IoT devices. As a
result, there is an increasing need for effective
lightweight encryption techniques that
integrate both lightweight symmetric and
asymmetric algorithm features. This work
designed and implemented a lightweight
encryption method with the following
characteristics: Keyless, Encryption & Integrity,
Text & Number End-to-End Encryption,
Reduce Traffic, and processing overhead. The
Time taken for the encryption and decryption
processes for the proposed encryption
algorithm is very short, and it does not require
key distribution as they operate with an implicit
key, which makes them ideal for working within
the Internet of Things environment. To provide
the best Network Bandwidth, four hexadecimal
digits from the HASH value were used instead
of the original 64 hexadecimal digit HASH
value, which provides the data integration
service.
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