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Abstract: This article covers the latest fault-
tolerant control system (FTCS) developments
and applications. FTCSs aim to maintain
stability, minimize performance degradation,
and compensate for system component
faults. These systems benefit from and
mission-critical applications where service
continuity is crucial. This article describes
several sensor and actuator errors. Fault
Tolerant Control (FTC) includes active,
passive, and hybrid approaches and the latest
design techniques. Finally, FTCS stability and
reliability analysis and research gaps were
reviewed. This study provides current and
future FTCS researchers with the latest
trends and applications. This study's
contribution. System component failures and
instability are two major causes of control
performance decline. Fault-tolerant control,
or FTC, was developed in recent decades to
improve control system resiliency. Active and
passive FTC techniques exist. This paper
examines control system faults, failure
causes, and the latest resilience solutions.
Fault detection and isolation (FDI) and active
fault tolerance control (FTC) advances were
examined. Encouraging FTC and FDI
research, a comprehensive comparison of
several aspects is performed to understand
the pros and cons of various FTC techniques.
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1. INTRODUCTION

When some pieces of hardware or software establishment where electricity is produced
develop a defect, it is called a "fault" [1, 2]. A few using primary energy sources. When supplying
examples of this would be a pin that has broken electricity to the grid, most power plants utilize
off in an interconnect, a faulty piece of software, one or more generators, which convert
or a short circuit between two adjacent mechanical energy into electrical energy [5].
interconnects. A failure occurs when an However, solar power plants are an exception;
expected or required action does not occur. It is they produce electricity using photovoltaic cells
considered a system failure if, for a certain rather than a turbine. The ultimate goal of a
amount of time, the service it provides to the fault-tolerant critical system (FTCS) is to keep
user unmatched the system specification [3]. In the system stable while still providing adequate
computing, an error is any departure from the performance [6]. A fault-tolerant control
expected result due to some sort of malfunction. system's primary goals are to keep the system
Isolated micro grids (MGs) with fault tolerance performing as expected and keep the system as
via consensus-based secondary voltage and a whole from becoming unstable due to the
frequency restoration via sliding mode control presence of faults.

[4]. At the power station, an industrial
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Fig.1 Modular Block Overview of a Power Station [7].
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The dashed lines in Fig. 1 represent special
additions such as combined cycle and
cogeneration and optional storage. Large-scale
power plants and power systems are under
increasing pressure to meet stringent
reliability, maintainability, and survivability
requirements. As a result, researchers have
been hard at work perfecting fault diagnosis
systems with features like detection, isolation,
identification, and classification. Many FDI
techniques for PPs and PSs have been
developed over the last three decades, as fault
detection and isolation (FDI) are essential
diagnosis tasks. Simultaneously, with the
advent of FDI, studies are conducted on the
generation of control actions that are not overly
reliant on the presence of specific faults in
feedback control systems. There has been a
noticeable increase in both output and quality
thanks to implementing certain fault-tolerant
control (FTC) strategies in PPs and PSs. This
paper overviews the most up-to-date FTC and
FDI techniques currently being used or
developed for PPs and PSs.

2. FAULT-TOLERANT CONTROLLER
TERMINOLOGY

The capacity of a system to continue carrying
out the functions for which it was designed,
even in the presence of errors, is referred to as
fault tolerance. In a broader sense, fault
tolerance refers to reliability linked to
successful operation and the absence of
breakdowns. A fault-tolerant system can
continue to function properly despite
malfunctions in individual parts, power
outages, or other unforeseen events [8, 9]. Fig.
2 demonstrates that breaking down the two
main categories into active and passive can be a
part of the FTC strategies [10, 11]. To find the
fault, active fault-tolerant control employs a
variety of detection methods. A supervisory
system will assess the situation after the fault
has been located and decide how to modify best
the system's control structure and parameters

[12]. When a fault occurs in a system, however,
a robust compensator is used in passive fault-
tolerant control to either lessen the fault’s
effects or stabilize the system, at the very least .
In Fig. 3, it can be seen how a Micro grid would
be affected by a fault and how the FTCS would
work to transition through its five states, i.e.,
operation, fault elimination, reconnection, and
fault tolerance [13- 16]. Although the terms
"fault isolation" and "fault detection" are
frequently used colloquially, fault isolation
refers to locating and estimating the fault size,
whereas fault detection only refers to the
recognition of a problem [17]. The first stage in
FDI design is to create an observer to gauge
system output and states. Fig. 4 shows the FDI
system’s overall architecture. In this research,
FDI methods are categorized into three broad
groups based on the observer design: model-
based, knowledge-based, and combined.
Foreign Direct Investment is categorized in Fig
5. The earliest approach to fault diagnosis,
model-based FDI dates back to 1971 [18]. Books
[19, 20] and review papers [21,22] provide in-
depth explorations of model-based methods.
The operational system of the plant must be
mathematically modeled to use model-based
techniques. Physical techniques or system
identification methods can be used to obtain
this model. Once obtained, an observer can be
developed from it to determine the system’s
output and look for discrepancies between by
comparing the system’s actual output with the
expected one, the source of a malfunction can
be identified. @ Numerous model-based
techniques, including the Kalman filter [23,
24], the Heo [25, 26], and the observer in sliding
mode (SMO) [27, 28], were employed in the
observer's design. (The acronyms: SMO:
Sliding Mode Observer, EKF: Extended Kalman
Filter, UKF: Unscented Kalman Filter, PCA:
Principal  Component  Analysis, ICA:
Independent Component Analysis, PLS: Partial
Least Square, SVM: Support Vector Machine,
and ANN: Artificial Neural Networks [29].
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Fig.2 Decomposition of Fault-Tolerant Control.
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3. KNOWLEDGE-BASED APPROACHES
Knowledge-based approaches do not require
but need many performance data from the past.
Artificial intelligence has been used to find
faults in industrial systems' historical data. Fig.
6 shows the block diagram of a knowledge-
based FDI algorithm. The majority of
experience and understanding of FDI methods
view diagnostic issues as pattern recognition
issues. Thus, statistical or mnon-statistical
methods can solve the FDI problem. Thus,
knowledge-based FDI is classified into two
groups: those that use statistical analysis and
those that do not.

&

Process Input Process Output

D ey | Plant —‘———————————l

N A, Decision Logic and
- Classifier

Knowledge Based Data
A4
Observer/Historic o "
Based Data ~—> Training &Learning

Fig.6 The Fundamental Design of Knowledge-
Based FDI Strategies [29].

4. COMBINED MODEL-KNOWLEDGE-
BASED APPROACH

There are distinct benefits and limitations to
both model-based and knowledge-based
contact. In particular, model-based FDI
techniques are well-suited to real-time
applications because they can detect faults with
a low computational burden. However, the
system's mathematical model precision is
contingent on detection precision. However,
knowledge-based methods can be applied to
complex industrial systems even if a model is
unavailable or difficult to acquire because they
are not reliant on the model of the system.
Knowledge-based approaches need many
training data even though they might be able to
identify undefined fault types, experience high
computational load, and have other drawbacks.
It was proposed to combine these two FDI
approaches to reap the benefits of each while
mitigating their respective shortcomings, i.e.,
inaccuracy and computational burden. To
develop an FDI system for satellite sensors and
actuator faults, Talebi et al. integrated a
recurrent ANN with a nonlinear observer [30].

5. ACTUATOR AND SENSOR
APPROACH FOR FTC SYSTEMS
Actuators and sensors can experience faults
such as offsets and stocks in control systems,
reducing or losing effectiveness. These flaws
can cause a decline in performance compared to
the nominal, fault-free system or, in the worst
case, cause the system to become unstable. By
preserving stability conditions and keeping the
system's performance close to the desired one,

Diagnostic Decision

Fault Tolerant Control (FTC) can operate
reliably even when errors occur [31]. Numerous
factors determine a control system's ability to
accommodate a failure, including the type of
failure, the robustness of the characterized
theory, and the existence of mechanisms that
add redundancy to actuators or/and sensors.
Literature generally divides techniques into two
categories, i.e., active and passive, based on the
degree of control they provide (see [32] for a
review). Passive FTC methods use control laws
that factor in the occurrence of faults as a
perturbation to the system. Therefore, the
system can tolerate the presence of faults
because the control technique also has built-in
fault tolerance capabilities of faults within
certain margins. However, active FTC methods
modify the control law based on data from the
Fault Detection and Isolation (FDI) module
[31]. This data is used to make post-fault-
appearance automatic adjustments to the
control loop in an effort to meet the control
objectives with as little impact on performance
as possible. Most FTC techniques are designed
for LTI (Linear Time Invariant) systems. In
contrast, Linear Parameter Varying (LPV)
systems have gained popularity in recent years
due to the potential to employ such a strategy
when utilizing nonlinear systems. The LPV
methods are a subset of the broader category of
gain-scheduling methods, which have proven to
be a powerful solution to nonlinear systems’
analysis and synthesis challenges. Shamma
[33] introduced the LPV systems concept to
differentiate between Linear Time-Invariant
(LTI) and Linear Time-Varying (LTV) [34]. The
LPV paradigm has since become a common
formalism in systems and control, used for
analysis, controller synthesis, and even system
identification. The LPV paradigm can be used
to schedule gains in nonlinear systems. The
nonlinearity is built into the changing
parameters that depend on some endogenous
signals, like some system states. In this
situation, the system is called "quasi-LPV" to
set it apart from "pure LPV" systems, where the
only thing that changes the parameters are the
external signals. Even though the LPV theory
was originally used to design controllers for
perfect systems, it is now also used to fix broken
systems. Actuator faults in nonlinear systems
may be discovered and recognized using LPV
models and a Kalman filter, which estimates the
amplified states that are also intimately
connected to the faults, as reported in [35]. To
deal with the simultaneous failure of multiple
actuators in polytypic LPV systems, [36]
developed a FTC strategy focused on Static
Output Feedback (SOF). In Ref. [37], Fig. 7
shows similar strategies.
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Fig.7 Actuator/Sensor FTC Scheme [37].

6. TYPES OF POWER STATIONS AND
THE EFFECT OF FAULT TOLERANCE
ON THEIR PERFORMANCE

When it comes to fault tolerance, it is important
for power stations to be designed with
redundancies and backup systems to ensure
continuous operation in the event of a failure,
which involves redundant equipment, backup
power sources, and automated systems for
monitoring and responding to faults. A power
station with high fault tolerance can continue
operating despite equipment failure or other
issues, ensuring reliable and continuous
electricity generation. However, increasing
fault tolerance can also increase the complexity
and cost of the power station, so it is important
to balance these factors when designing and
operating power stations.

6.1. Thermal

Mechanical power is generated in thermal
power plants via a heat engine that converts
thermal energy, typically from fuel combustion,
into rotary energy. Because steam is a
byproduct of nearly all thermal power plants,
the two terms are sometimes used
interchangeably. Thermal power plants that
generate electricity by burning fossil fuels like
coal or natural gas are called fossil fuel power
stations. The stations that rely on fossil fuels
have machinery that can transfer the thermal
energy released during combustion into
mechanical energy, which can then be used to
power a generator. The prime mover has a few
options, including steam turbines, gas turbines,
and reciprocating gas engines in smaller plants.
Each of these plants derives its power from
expanding a hot gas, usually steam or
combustion gases. There are many ways to
convert energy; however, all of them at thermal
power stations are limited by the Carnot
efficiency and thus generate waste heat.

The majority of the world's demand for
electrical power comes from fossil fuel power
plants. While some fossil fuel power plants are
built to run nonstop as baseload generators,
others are better suited for intermittent use as
peaker generators. However, with the advent of
the 2010s, many nations began operating
plants originally intended for baseload supply
as a dispatch able generation to counteract the

growth in variable renewable energy generation
[38].

6.2. Nuclear

A crucial part of a nuclear power plant using
pressurized heavy water reactors (PHWR) and
pressurized water reactors is the steam
generator (SG) (PHWR). To operate SG safely
in power plants, the water level must be
controlled. Reactor shutdowns may be frequent
due to poor liquid level control in SG. The SG
control system’s closed-loop performance may
significantly deteriorate due to biases in the
level and pressure sensors' measurements. To
stop the conventional controllers’ performance
from degrading in the appearance of sensor bias
[39, 40], this task seeks to develop a fault-
tolerant control framework. As depicted in Fig.

8.
J P Controller 3 St Drum Pressure (p)
Generator | Water Level (1)

&4 {P Gortin]*

& B |0

Fig.8 Schematic of Sensor Fault Tolerant
Control for SG [39].

6.3. Solar Thermal Power Plants

Solar-thermal power generation works by
collecting solar radiation through reflectors like
heat exchanger condensers and converting it
into heat energy for hot charging, which heats
the heating device inside the heat transfer
medium, such as heat conduction oil or molten
salt with a heat exchange device. Tower solar
thermal power generation system features: (1)
Tower solar thermal power generation systems
have concentration-light ratios of 300 to 1,500
and operating temperatures of 1,000 to 1,500
°C [41]. (2) Large-scale commercial
applications can use solar tower power
generation. (3) The tower solar-thermal power
generation system is expensive and requires a
large initial investment [42]. (4) Large-scale
commercial applications can use solar tower
power generation. Steam from hot water
powers an electricity-generating turbine. The
"light-heat-mechanical-electrical energy
transformation process" powers concentrated
solar power technology. Fig. 9 shows that solar
thermal power generation uses similar
equipment to fossil fuel power plants. The main
difference is power generation heat sources.
Solar thermal power uses clean, abundant solar

energy [43].
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Fig.9 Concentrating Solar Power (CSP) Plant
Model with Thermal Energy Storage (TES)
System [43].

6.4. Renewable

Renewable energy is energy collected from
renewable resources naturally replenished on a
human timescale. It includes sources such as
sunlight, wind, water movement, and
geothermal heat [44].

6.4.1. Hydroelectric Facilities

Electricity produced from hydropower is
known as hydroelectricity or hydroelectric
power (water power). In 2020, hydropower
generated almost 4500 Twn of the world's
electricity, more than all other renewable
energy sources combined and more than
nuclear power [45]. The highest of all
renewable energy technologies in 2021,
installed hydropower had an electrical capacity
of nearly 1400 GW [46].

6.4.2. Wind Turbines

Active FTC controls wind turbine rotor speed
and power despite actuator faults and
uncertainties. Adaptive output feedback sliding
mode controllers with integral surfaces and
adaptive gains are suggested. Abbas pour et al.
[29] published one of the best reviews in the
field of FTC in 2020 and looked into the
fundamental ideas of active FTC. Fig. 10 is the
introduction to the section of [47] titled
"Reliability Improvement of Wind Turbine
Power Generation using Model-based Fault
Detection and Fault Tolerant Control: A
Review."

Table 1 Concerned with Wind Turbine

Breakdowns.
Name Descliption Warning Stop
Genover Temp  High generator temperature Derate Normal
Gearboxfail High gearbox temperature Derate Normal
Highxaccel High turbine fore—aft (x Stop Normal
direction) acceleration
Fregsensorfail ~ Generator and HSS speed Stop Normal
disagree (power electronics or
cabling or sensor issue)
Torque Sensor HSS torque disagrees with Wait Normal
Failure torque command or ISS torque
Gboilpressurelow Low gearbox oil pressure Wait Normal
Yawbrakeerror ~ Yaw drive hydraulic pump Wait Normal
malfunction: high yaw brake Oil
pressure, yawing when brake
set, or yaw brake set
unintentionally
Yawposerror Nacelle vane and wind direction Wait Normal
disagree.
Torque Overload High HSS/LSS torque Derate Normal
Highangularrate High pitch, yaw, or roll Stop Normal
acceleration
Overspeed High HSS/LSS speed derate normal
Normal
Met Temp Pres  MET pressure or temperature =~ Wait Normal
Fault out of bounds or MET
temperatures different
Rpmfail HSS and ISS speed disagree Stop Open-loop
Peoverpower Instant, I s average power,orI  Derate Emergency
min average power above
bounds

Fault Detection nd [solation |

Signal-based FDI Model-based FDI
1 1

I(’mﬂmnn Monitoring Techniques [\\‘m Turbine Modelling I
¥

'

I : i - 1
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§

Residual Evaluation

Fixed Adaptive
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and Fuzzy
Inference System

| i
Statistical Feanure || Bayesian Approach
Extraction | ;

Turbines [47].

The Controls Advanced Research Turbine, with
its three rotor blades, is the basis for this
simulation. The whole thing over on GitHub
[48] is obtained. This model allows for the
simple addition of warning/fault checks,
running brand-new scenarios, and replicating
all previously run ones. Fig. 11 depicts a
simplified model schematic.

power speed,
pitch

Generator

FIRC
Module

[

Sensor Data
Controller Aeroelastic
Parameters

Fig.11 Simplified CART3 Model Block
Diagram.

Table 1 is from the National Renewable Energy
Laboratory's (NREL) Controls Advanced
Research Turbine (CART3) blade. Caution: the
custom warning category we developed for this
error. In the event of a malfunction, operations
halt (also known as a "stop"). High-speed shaft,
abbreviated @ HSS.  Low-velocity  shaft;
abbreviated LSS. The study of weather and
climate is known as meteorology (CART) [49].
6.4.3. Solar Panels

Renewable energy sources (RESs) are being
used more frequently worldwide due to the
negative environmental effects of fossil fuels.
Due to its abundance and accessibility, solar
energy, particularly photovoltaic (PV) energy,
as depicted in Fig. 12, is thought to be one of the
most alluring renewable energy technologies
[50,51]. Between 2021 and 2026, an additional
305 GW of renewable energy capacity is
anticipated to be used annually. Renewable
2021 [52] is a report by the International
Energy Agency that claims to show how
renewable energy can help the world. Using a
fault-tolerant control system, it was analyzed
how well the control strategy work when there
was a fault in the connection between the three-
phase, two-level power converter, and the grid.
In addition, case studies comparing the CMPC
performance, proportional-integral (PI), and

Controller

Pitch
Co,
n,,nand Actuator

Turhine
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sliding mode control (SMC) in the presence of a
grid fault were conducted [53].

vitchi
MPPT

! MPPT control of DC-DC |

PI control of the DC link

Fig.12 PV System Topology and Contro
Strategy [53].

Solar PV systems have been integrated into
existing power grids using a variety of
topologies [54- 57]. The two-stage transformer-
less topology is among the most widely used
topologies [58]. This topology consists of a DC-
DC converter and a DC-AC three-phase-two-
level inverter. The converter extracts the
maximum PV power and boosts the output
voltage of the PV generator, while an inverter
converts the DC voltage to AC voltage suitable
to the power grid voltage level. Additional
topologies to reduce the leakage current of a
single-phase, grid-connected PV system have
been presented in [59- 62].

7. CONCLUSIONS
The fault tolerance of electric power plants can
vary based on several factors, including the
technology used, maintenance practices, and
operational procedures. Here is a general
ranking of electric power plants from highest to
lowest fault tolerance:

1. Thermal power plants: fossil fuel power
plants are generally reliable; however, they
require regular maintenance to keep them
running smoothly. They are also more
susceptible to environmental factors
impacting their performance over time, such
as air pollution and climate change.

2. Nuclear power plants: Nuclear power plants
are designed to withstand a wide range of
natural and man-made disasters. They have
multiple redundant safety systems,
including backup power supplies, cooling
systems, and containment structures to
prevent the release of radioactive material in
case of an accident. Additionally, they have
strict safety protocols and emergency
response plans in place.

3. Hydroelectric power plants: Hydroelectric
power plants are generally considered
reliable, with low failure rates and long
lifetimes. They have few moving parts and
require relatively simple maintenance.
Additionally, their ability to store water in
reservoirs provides some resilience against
fluctuations in demand or weather
conditions.

4. Wind power plants: Wind power plants are
also relatively new technology and have yet
to have the chance to demonstrate long-term

reliability. They depend on weather
conditions and require regular maintenance
to keep their blades in good condition.
Additionally, they can be noisy and may pose
a hazard to wildlife.

5. Solar power plants: Solar power plants are
relatively new technology and have yet to
have the chance to demonstrate long-term
reliability. They depend on weather
conditions and require regular cleaning to
maintain their efficiency. Additionally, they
require vast land, which can be challenging
in densely populated areas.
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